RAJAN VISHWAKARMA

Senior DevOps & Cloud Engineer | AWS | Kubernetes | Terraform | GitLab CI/CD | 7+ Years
Noida, India | +91 9792472248 | rajanoption@gmail.com | linkedin.com/in/rajan1997 | github.com/diamondrajan1996
PROFESSIONAL SUMMARY

Results-driven DevOps and Cloud Engineer with 7+ years of experience designing, automating, and operating
enterprise cloud infrastructure across AWS and Azure. Strong expertise in Kubernetes, Terraform, GitLab CI/CD,
Jenkins, OpenSearch, Linux, Python, Bash, cloud security, observability, and workload migration. Designed an
Amazon OpenSearch solution for centralized analysis of 3+ million CloudWatch log events, implemented
SAML-based SSO and RBAC integrations, and automated management of 100+ user accounts. Experienced in
building secure DevSecOps pipelines, infrastructure automation, backup and recovery workflows, and reliable
cloud-native platforms.

CORE COMPETENCIES

EC2, EKS, ECS, S3, RDS, Lambda, VPC, IAM, ELB, Auto Scaling, Route 53, CloudWatch, CloudTrail,

e = L OpenSearch, Security Hub, AWS Backup, Application Migration Service
Cloud - Azure Azure Virtual Machines, AKS, VNet, Blob Storage, Load Balancer, Key Vault
Cl/CD GitLab CI/CD, Jenkins, GitHub Actions, Bitbucket, Argo CD, AWS CodePipeline
Containers Docker, Kubernetes, Amazon EKS, Azure AKS, Docker Swarm, Helm

Infrastructure as Code Terraform, AWS CloudFormation, Ansible, Vagrant

Security / DevSecOps SAML SSO, RBAC, IAM, SAST, DAST, dependency scanning, container scanning, Security Hub, CloudTrail

Monitoring Amazon CloudWatch, OpenSearch, ELK Stack, Grafana, Prometheus, Nagios, Zabbix
Automation / OS Python, Bash, Shell scripting, Linux, Red Hat, Ubuntu

Databases MySQL, PostgreSQL, MongoDB, DynamoDB, Microsoft SQL Server

Methods Cloud migration, backup and recovery, microservices, Agile collaboration

PROFESSIONAL EXPERIENCE

Senior Associate Infrastructure L1 | Publicis Sapient
Goldman Sachs (AWM) - InvestOne | Apr 2025 - Aug 2026 | AWS Infrastructure & Linux

e Collaborated across AWS, TypeScript, and Linux-based environments to design, automate, and maintain enterprise
cloud infrastructure.

¢ Designed and implemented Amazon OpenSearch Service for centralized monitoring and analysis of 3+ million
CloudWatch log events, strengthening observability and troubleshooting.

* Implemented SAML-based Single Sign-On and Role-Based Access Control integrations to improve access
governance and security.

* Developed Python automation to manage 100+ user accounts and profiles, generate operational reports, and
distribute them through enterprise FTP workflows.

* Built and maintained a Bash-based Managed Notification System with access-controlled workflows and automated
email delivery to business and technical stakeholders.

Cloud Architect | Precognitas Health Private Limited
Caliper Product | Feb 2023 - Apr 2025 | Cloud Operations, Security & Automation

 Established GitLab CI/CD pipelines and integrated static analysis, DAST, dependency scanning, and container
scanning into delivery workflows.

 Integrated Terraform with GitLab pipelines to provision and manage serverless cloud infrastructure.

e Automated backup and restore workflows using AWS snapshots, backup services, and disaster recovery practices.
* Managed AWS services including EC2, VPC, EBS, ELB, CloudWatch, CloudTrail, Security Hub, VPN, and IAM.

 Built operational automation using Python and Bash and monitored platform health with CloudWatch and Grafana.
e Collaborated with development, security, QA, and business stakeholders to support successful product delivery.

DevOps Engineer | Walking Tree Technologies Pvt. Ltd.
FracPro OPS | Jun 2021 - Feb 2023 | Java Microservices & DevOps

* Designed and maintained CI/CD pipelines using GitHub, Bitbucket, Jenkins, and AWS for automated build, test,
promotion, and deployment workflows.

e Administered Kubernetes clusters and automated deployment, scaling, monitoring, and lifecycle operations for
containerized microservices.

* Led migration of on-premises virtual machines and enterprise applications to AWS and Azure.
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¢ Created Python and Bash scripts for build, deployment, monitoring, maintenance, and operational automation.

 Built Docker-based environments and used Terraform and Helm for repeatable resource provisioning and
application deployment.

PROFESSIONAL EXPERIENCE - CONTINUED

DevOps Engineer | BKC Weathersys Pvt. Ltd.
Weather Forecasting Platform | Mar 2020 - Jun 2021 | AWS, Linux & Jenkins

¢ Deployed and managed AWS infrastructure including EC2, RDS, S3, and supporting platform services.
* Designed, implemented, and maintained Jenkins CI/CD pipelines, jobs, plugins, and integrations.

* Collaborated with development teams to improve build, testing, and deployment workflows.

e Migrated on-premises servers to AWS using AWS Application Migration Service.

e Supported a LAMP, Python, Bash, Jenkins, AWS, and MySQL technology stack.

Linux System Administrator | Navigant Technologies Pvt. Ltd.
Apr 2019 - Mar 2020 | Linux Operations & Monitoring

¢ Monitored system performance, resource utilization, and platform health using Nagios, Zabbix, and Prometheus.
e Supported routine Linux system administration and operational maintenance activities.

SELECTED TECHNICAL ACHIEVEMENTS

* Designed centralized log analytics with Amazon OpenSearch for 3+ million CloudWatch log events.
* Automated lifecycle management and reporting for 100+ user accounts using Python.

* Implemented enterprise authentication and authorization using SAML SSO and RBAC.

* Embedded SAST, DAST, dependency, and container scanning within GitLab CI/CD pipelines.

» Led workload migration initiatives from on-premises infrastructure to AWS and Azure.

* Automated infrastructure, deployment, backup, notification, and operational workflows with Terraform, Python, and
Bash.

KEY PROJECTS

* InvestOne - Goldman Sachs AWM: Enterprise AWS infrastructure, OpenSearch-based CloudWatch log analytics,
SAML SSO, RBAC, Python user-management automation, and Bash notification workflows.

e Caliper: Al-enabled value-based-care risk analytics platform supported through AWS infrastructure, GitLab
DevSecOps, Terraform, backup and recovery automation, CloudWatch, and Grafana.

e FracPro OPS: Cloud-native operations platform supported with Kubernetes, Docker, Jenkins, AWS, Terraform, Helm,
Python, Bash, and on-premises-to-cloud migration.

e Weather Forecasting Platform: AWS infrastructure and Jenkins delivery automation for a LAMP, Python, Bash, and
MySQL-based meteorological solution.

EDUCATION & CERTIFICATION

Advanced Diploma in Software Development NIELIT, Gorakhpur | 2018
Bachelor of Computer Applications - Computer Science Deen Dayal Upadhyay University, Gorakhpur | 2017
Red Hat Certified Engineer (RHCE) 2018

Professional Links: linkedin.com/in/rajan1997 | github.com/diamondrajan1996
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